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PATH S  C O M P L ETE D P RO G R ES S

Cracking into Hack the Box

3 Modules  Easy

To be successful in any technical information security role, we must have

a broad understanding of specialized tools, tactics, and terminology. This

path introduces core concepts necessary for anyone interested in a

hands-on technical infosec role. The modules also provide the essential

prerequisite knowledge for joining the main Hack The Box platform,

progressing through Starting Point through easy-rated retired machines,

and solving "live" machines with no walkthrough. It also includes helpful

information about staying organized, navigating the HTB platforms,

common pitfalls, and selecting a penetration testing distribution. Students

will complete their first box during this path with a guided walkthrough

and be challenged to complete a box on their own by applying the

knowledge learned in the Getting Started module.

100% Completed

M O D U L E P RO G R ES S

Intro to Academy

8 Sections  Fundamental  General

Your first stop in Hack The Box Academy to become acquainted with the

platform, its features, and its learning process.

100% Completed

Learning Process

20 Sections  Fundamental  General

The learning process is one of the essential and most important

components that is often overlooked. This module does not teach you

techniques to learn but describes the process of learning adapted to the

field of information security. You will learn to understand how and when

we learn best and increase and improve your learning efficiency greatly.

100% Completed

Linux Fundamentals

30 Sections  Fundamental  General

This module covers the fundamentals required to work comfortably with

the Linux operating system and shell.

100% Completed

Network Enumeration with Nmap

12 Sections  Easy  Offensive

Nmap is one of the most used networking mapping and discovery tools

because of its accurate results and efficiency. The tool is widely used by

both offensive and defensive security practitioners. This module covers

fundamentals that will be needed to use the Nmap tool for performing

effective network enumeration.

100% Completed



SQL Injection Fundamentals

17 Sections  Medium  Offensive

Databases are an important part of web application infrastructure and

SQL (Structured Query Language) to store, retrieve, and manipulate

information stored in them. SQL injection is a code injection technique

used to take advantage of coding vulnerabilities and inject SQL queries via

an application to bypass authentication, retrieve data from the back-end

database, or achieve code execution on the underlying server.

100% Completed

Web Requests

8 Sections  Fundamental  General

This module introduces the topic of HTTP web requests and how different

web applications utilize them to communicate with their backends.

100% Completed

Introduction to Networking

21 Sections  Fundamental  General

As an information security professional, a firm grasp of networking

fundamentals and the required components is necessary. Without a

strong foundation in networking, it will be tough to progress in any area of

information security. Understanding how a network is structured and how

the communication between the individual hosts and servers takes place

using the various protocols allows us to understand the entire network

structure and its network traffic in detail and how different communication

standards are handled. This knowledge is essential to create our tools and

to interact with the protocols.

100% Completed

JavaScript Deobfuscation

11 Sections  Easy  Defensive

This module will take you step-by-step through the fundamentals of

JavaScript Deobfuscation until you can deobfuscate basic JavaScript code

and understand its purpose.

100% Completed

Windows Fundamentals

14 Sections  Fundamental  General

This module covers the fundamentals required to work comfortably with

the Windows operating system.

100% Completed

SQLMap Essentials

11 Sections  Easy  Offensive

The SQLMap Essentials module will teach you the basics of using

SQLMap to discover various types of SQL Injection vulnerabilities, all the

way to the advanced enumeration of databases to retrieve all data of

interest.

100% Completed

Introduction to Active Directory

16 Sections  Fundamental  General

Active Directory (AD) is present in the majority of corporate environments.

Due to its many features and complexity, it presents a vast attack surface.

To be successful as penetration testers and information security

professionals, we must have a firm understanding of Active Directory

fundamentals, AD structures, functionality, common AD flaws,

misconfigurations, and defensive measures.

56.25% Completed

Introduction to Web Applications

17 Sections  Fundamental  General

In the Introduction to Web Applications module, you will learn all of the

basics of how web applications work and begin to look at them from an

information security perspective.

100% Completed



Getting Started

23 Sections  Fundamental  Offensive

This module covers the fundamentals of penetration testing and an

introduction to Hack The Box.

100% Completed

Setting Up

22 Sections  Fundamental  General

This module covers topics that will help us be better prepared before

conducting penetration tests. Preparations before a penetration test can

often take a lot of time and effort, and this module shows how to prepare

efficiently.

100% Completed

Introduction to Python 3

14 Sections  Easy  General

Automating tedious or otherwise impossible tasks is highly valued during

both penetration testing engagements and everyday life. Introduction to

Python 3 aims to introduce the student to the world of scripting with

Python 3 and covers the essential building blocks needed for a beginner

to understand programming. Some advanced topics are also covered for

the more experienced student. In a guided fashion and starting soft, the

final goal of this module is to equip the reader with enough know-how to

be able to implement simple yet useful pieces of software.

100% Completed

Using Web Proxies

15 Sections  Easy  Offensive

Web application penetration testing frameworks are an essential part of

any web penetration test. This module will teach you two of the best

frameworks: Burp Suite and OWASP ZAP.

26.67% Completed

Introduction to C#

21 Sections  Easy  General

Introduction to C# aims to provide a solid foundation to understand and

work with C# code. Covering the crucial foundations and more intricate

concepts, providing a comprehensive depth of knowledge in C#.

9.52% Completed

Brief Intro to Hardware Attacks

8 Sections  Medium  General

This mini-module concisely introduces hardware attacks, covering

Bluetooth risks and attacks, Cryptanalysis Side-Channel Attacks, and

vulnerabilities like Spectre and Meltdown. It delves into both historical and

modern Bluetooth hacking techniques, explores the principles of

cryptanalysis and different side-channel attacks, and outlines

microprocessor design, optimisation strategies and vulnerabilities, such

as Spectre and Meltdown.

12.5% Completed

Fundamentals of AI

24 Sections  Medium  General

This module provides a comprehensive guide to the theoretical

foundations of Artificial Intelligence (AI). It covers various learning

paradigms, including supervised, unsupervised, and reinforcement

learning, providing a solid understanding of key algorithms and concepts.

4.17% Completed


